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Abstract

Designing of a secure protocol for mobile wallet

Elham Gharehsheikhlou

Mobile Payments is a new method for operations and financial transactions in order
to conduct commercial activities on mobile devices, which in terms of the nature has
a major difference with traditional payment such as cheque or cash. Mobile payments
have undeniable advantages like convenience, accessibility and mobility and also
serious challenges such as security and cost. All methods have been proposed so far,
is try to overcome these challenges to an acceptable level. Mobile payments have
numerous applications. One of the new applications of mobile payment is the use of
mobile wallet.

Mobile wallet is an application which store on the mobile devices like cell phone and
gives subscribers the ability to perform financial transactions. Mobile wallet can be
designed and implemented on different communication technologies such as WAP,
Bluetooth or SMS, which each one has its own advantages and challenges. Most of
the proposed solutions in this field require wallet continuous communication with
network and internet which would impose a cost to the customer. While the network
connection fee for each micro payment is not cost effective, if the network
connection is not possible for any reason or customer is looking to receive more
economical service for these payments, other mechanisms should be used for
payment.

This thesis has tried to propose a new Off-line micro payment protocol to use in
mobile wallet, and by using the symmetric encryption and hash function its security
will be provided. The methodology used in this thesis is based on modeling and the
existing criteria are used to prove the efficiency of the proposed protocol and the
protocol has been compared with the previous proposed samples.

Keywords: Mobile payment, Mobile wallet, Micro payment, Security, Symmetric
encryption, Hash functions.
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? mobile payment(m-payment)

* mobile wallet

* Near Field Communication (NFC)

5 Short Message Service (SMS)

¢ Wireless Application Protocol (WAP)
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* hash functions

* data confidentiality

’ data integrity
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7 access control
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