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Abstract

Evaluation and improvement of scalable key pre-
distribution for wireless sensor networks

Neda Solari Esfehani

Wireless sensor network is composed of a number of sensor nodes which can
communicate with each other through radio wave. The sensor nodes are limited with
computation ability, communication ability, and memory capacity and battery power.
This makes the implementation of any task in Wireless Sensor Network is very
challenging. Amid various requirements, secure communication in Wireless sensor
Network is a major requirement. One of schemes security is public key cryptography,
which requires public key and private key for secure communication. It provides good
resiliency to the network. However, it consumes much computation which is a limitation
for its application in wireless sensor network.

Key pre-distribution is an optimum scheme which loads a finite number of keys (key
ring) to each node taking from a set of predefined keys (key pool) before deployment of
the network. for secure communication either two nodes have a key in common in their
key ring and they have a wireless link between them, or there is a path, called key-path,
among these two nodes where each pair of neighboring nodes on this path have a key in
common.

In this thesis, the variety of key pre-distributions are studied and using of the
combinatorial design in the key pre-distribution is considered as one of the efficient
methods, which is used to compare the hybrid combinatorial designs. Moreover, new
hybrid combinatorial designs are introduced in this thesis, where they have suitable
performance to construct the key pre-distribution assessment indicators such as
connectivity, scalability and security with respect to other similar techniques.

Keywords: Wireless sensor networks (WSNs), Security, Key pre-distribution,
Scalability, Hybrid combinatorial designs.
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