





e (LBl (SBACL 5O b g S T 9 9 (S Hlwplins

1§ el ooy dblhn ygtiie 4

SALT S 4g!t

lazaly sl

SRy (SUgo §I D

1ra.



&LT IS agll Wl Sl pliee = G (pwdige (tdy Ll (k)T (gasbOLY

Q\j&ﬁ.od

b (LBl (SBATL 50 (b g SO ST 9 5 (S ilwplos”
B oS e b dbio sgtiie 4

38 13 2 s 5 et 3s 90 ) et (SeaS Lo 5 G VYY 5 )

oS S 5SS asbOLL slaaly skl -
Eons pum 5S> abOLL sl skl -
OUs s damee ;875 Sl slewl =Y
s Ol S Ssls skl -F

ol o yde 5 gz Ao ST US4 PR WCCRGE, TRV GO



)

OV L]

}/»/UJ /»w ),@l ‘u// bl 995 ,.,J.uwu!/@ ! :Jg ! uw‘lu;f/, /A/UJ !/Jbg w/.o ' dﬁugu >
wh e o A v~ s Ve e . . / S0 e
2 NN p s gp o o 19 1. ‘.{Wf/J U lighossiio £ 27 38 3,7\ 9224092 ) 2100 1o s lwr‘»é’ LA
LN . ." . . ol ¢ e oo
. o S / -
Ay //(u/ /!J)m.“ry ,./!/”
v.?!})h /r/!)/(wbmv(jﬂw UL,I//)AC;»: ,!/ Q va ﬂ; A@J ,);Q; b, 07 JL.{}’»L,FI 9y Ju;) f
. ” & / ' w 0 » A .
. (/l) (leubm e el C)V)Jw UJ ((t,l/»@yw,w/w - /4_(:;,19
”
u/.o ///J Uk ”J‘C/ b }: J ﬂ; J’/J/f/ﬂu//./io/ﬁ,}(lo)!)J 4.7/.,/// // Gl % Iy o (MJJ /’U’
/ 5 . W w
( L'U’/l}d/}/lr/f ,'bfb)}b}bwﬂra BATOIy
- ? . " ¢
N e . /, S . e
397 JWG/L{U;)!»»./J? Vo r/ﬂJo/Julwv@’/uJ /9N ;uﬂwb’(.;!u./?//wwuu!wu:u ,}; LLG’J//’
U ,j;’,w }/L/; JL’/)MMUH/W»/ -.//k/ "’/"% b )J.&LL{J’L,A/)‘Wlzvj):@’,w/,l@’b i, r/!)/ !/!UL l,./,./ I
& &, " . » -~ N 0 B & / . R “
)rw (s32/ u/.bufwo’.,.,b.f(/!)u lwrhss, /., whley ."ﬂ"/“duf’ st L. M/Muﬂuuu}/../(@ a(/l; I
. N - - " . " * . M " u‘, " ¢ N .
- » /t b @ (0 R 3 - & / - & . . 0
0] L/,,( :/’@.AJ.»LU/.L/:L/,)L.,W* ,,uﬁ o Yol (f., uu‘f/’U U’ f.,., s Yzl o T,y’:w
Ju”)mu‘u//J »odjd s I ;/Q'.!G/w . ,97/ by ey !w.:@”/!/d, ‘ﬂ” /u, nb,U/v DY 118 I NOY!
: (/Db A I 1500 oo A U B, o 33 i) e )V Ssl0 5 5
» ” M’ 0 . b" -
.. & .. . & 4. b &) . /. ) "
{U’/’//.’.rb// /‘//f,‘:rjv 432 }.,,vw{, sl b I Aeflosss. m?uwd ,,a; u!w)r/u,‘//u ;(j!@w”
4 7
N b 4_5,9//! zul/fu !u;/o Ll ;@’:/,y LBl

.o

&) -
W ol 13 (sl tme ,e%muz L



Ol ol g G b Jei> 4l
Esogn Giod 31 b Sb&yaTe 9 SISy
Sxwo oKL 4 Gl (W) wbobl cpf

ol Olgiol



._r/. u(/)h),w/v r)h)JUU r ,w

( f L7 arF 5004

. ° 7o o /o A -
. .,«)//C,/ L2921 ulm 192)93/ fu/,u r, ﬂ/.JU) 1/64)/ !

»



— olge
PRSPPI s o b
833t R b S o g
R oS>
doio © Jgl ud
0000000000000 OSSOSO OOPOPPRPOOOY aedie V-
I eeeettt ettt R Couy ool 50351 Y-
B okl ploil S, 6y ¥
Y ottt wbobl sl F-)
MANET ;5 BoT b dblio (sogus § <K § uloni OMos 1p9d had
000000 OO adie VY
N MANET ;5 0T oy Caatl 5 G153 o OBa Y=Y
MY S5 oo Sas gy p b S o files (gt 5 (S me Y-Y
T ettt o= les Jobe N -¥-Y
N AT el (s s 5 o 1531 Y-YY
YV ot Sd 55 &S5 s DM (g 5luosly slaaY F--Y
V4 s MANET ,5 ¢Sl 5 o 4l OMa 3 ma F-Y
TV et Sl 5 Jalows SN (gl lin b1 \-F-Y
Y s MANET 5 ¢Sl 5 Julosd SO b alslin sla 2g, S,z O-Y
L OO OO OO 6 i gla_ss, \-0-Y
LSOO OO OO 50, 5l o3l Y-0-Y
B ottt Sl s L F-0-Y
B ettt R Sl Sl 5 slou] F-0-Y
L0 OO0 S lnpliaS 0-0-Y
FO S5 oo OB L alie (gla 555 (Sl o ol 5,51 -0-Y
YV oA S S s 5-Y
(LB (Sl )3 397 g0 PLeST (2 puo SS9 5 [pgw b
T ottt adie  V-Y
S oS b e 8 S5 Y-
OSSO MASK S5, V\-Y-Y
T s PseudoAODV G5 ,, Y-Y-¥
S oS ol ol s S STy Y
BT R ANODR S5, \-¥-Y

i



DY RINOMO S5, \-¥-Y
B it Pl b e sla S5 5 alin Y
B e G S s O-F
0 ol y tumo 2O S (AODV) 4505 (b s S5 9 &3 Silopliod” poler b
B8 e wdie V-F
B R AODV Sy, Y-f
B i PseudoAODV G, ¥-f
BT ettt Sl 5 \-Y-F
BY e PseudoAODV G5 ; 5 Shas Y-¥-¥
s OO OSSOSO PseudoAODV S5y ,, b0\ --F
B0 ceiiiisssss s AnonAODV S5, f-¥
NS oo lge Juta - F-¥
B ettt Sl Y-F-F
2 NS et (S Y- F-F
Y e 0315 (Gladiny ol F-F-F
V) R ANONAODY s Sles Covs gy 2 O-F-F
VY o PseudoAODV G5, LANONAODY ISG 5 ,; (samslin  O-F
VY s oS e g0l L ) e lis V-0-F
AP T, b5 5 awslis Y-0-F
V0 ettt tvsvessssase s st C,S ez 9-F
(ARAN) ¢yl (b s 59 3 00 (&3 oplind”™ (Gt G151 1 aouis td
OO wdie -0
VY s ARAN G,  Y-0
A e AARAN G, -0
AY et S5 (Sledis palia 1-Y-0
A e ol Slen LIl j1 1 518 Y10
AS et et (ST Y=Y
L OSSP s Lo 5518 FY-0
A et AARAN SG 3,1 Lo 5 oks ol slia 5 el lons 0-1-0
AV i AARAN S5, seeT S Julos $-¥-0
Ve pleS” b e 18 USG5 5 LAARAN JSS 551 (g lie V-1-0
L OO OO OO OO OO OSSOSO S S s -0

Ol8lgilys 9 (6 o5 domid (i b



-------------------------------------------------------------------------------------------------------------------------------------- Aokl s 50

------------------------------------------------------------------------------------------------------------------------------- wbOLL sl 5 pal

..................................................................................................................... QLE.:E:'_T P EY LS‘J" &Lﬁ)%

0



s IS o 50

. Ol

MANET 15 0T b dblio slaogad § b 5 Juowd WMo 1p93  fuctd

N S5 el Sem 53 el (gl £l 511N -Y IS

A ettt n e nn e ne e nree s MANET 3 o305 & 5 a0 ¥ o 3l L ASI N

¥ § e g ool dle 53 dlen (slao S Lo 5 pann Gl Y=Y IS

L OSSP PPOPOOOS sl galas 5 Shas (g0 5 F-Y S

Y0ttt &S S sl gale 1 e i0-Y SCs

¥ ivssssssersss s (H-Cligue salem) o5 o 3 &S (6831 sl 97 IS

YV ettt H-Clique w3 eslizul L H-Clique (ake> V=Y |

T by 5 ol oS b gline g dulie A=Y IS5
(2 LB (Sl )3 397 g0 PLeT (b o SS9y PG b

B e ANODR S5 5 55 0T J&Ki5 o sou 5 5l Hlla V- IS

RINOMO 55 53 SIlaljl 1 p 558 ¥-Error ! No text of specified stylein document.

0

;55 ;3 RREQ saws j=Lu¥-Error! No text of specified style in document. s

O ottt e RINOMO

O corterssr et RINOMO 555 5 ;5 RREP (gat bl 1F-v i
o obre ;Lo <5 (812 (AODV) g0 (b o 59 5 1 (S3lupliod” 1 olezr b

B e R PseUdOAODYV 5 s (S AT 500 -F S

PV ot ANONAODY S5 55 53 s (S T 50¥-F S

Vo s, o Gy 3 e Sl 53 316 53 ylan (slaaalis kiS5 5 adsl (satn salala ¥-F IS

(ARAN) cpol (b g JS59 3 0 (8 3boplind”™ (Sdstus (S&151 a2y b
03 o adsls glaply (S i b >, Skes V-Error! No text of specified style in document. |

N ARAN S5
AF et AARAN S5 5 53 Sllaljl 1 p 5186 1Y-0 S
AV o AARAN S5 5 55 55 s sl 553 (gl 0 53 0 5l RREQ @laply 70 I
QY . AARAN G5 51 55 joms gl (sl o 53 0s dsls RREP glagly F-0 JSs

AF s AARAN S5 5 55 s Lai r};&ﬁ 52 0ks ol RERR lagly 10-0 I



o

O o S o Gk el 4l I8 MANET 6u®,>ywﬁfm>g;);gu,a,; el gans s
&_1,,;w);gt,);.up@&g\;J:b.:Mﬁﬁ@,y\q,uouujl,&,,:gbh:@uww&g,ﬂwp
S35 slaaainin 3550 53 (shiad ) ) SleMbl 4 0T Sl i 5 4 &S5 (681 gy 2 5 obaliie b 3,505 am s $SC31 5
ol Cws o ,b 0,8 6K S 6 S 5 O s S35 Slae B S gn conls Jluyl WIS bl b b o gs e Sl
5L Ko (s S dm e 51 s e 53 1y bl el el i 51T gla sl 1 (b ¢ GBI i i
G Ol il Sllas 5 b il i 5 g ladSls ( olss (gl Lasms )3 ockes 5 sb 4 S MANET ol (glas 87 5 8
e b ablie (g1 i 3a slae s S (Sl Slay 5 (oYU Comal S el 53 (oo st o a3 55 0 43 SIS
ol a s pite 0 055l K8 e (slae S (i 5 ol i3 31l s DS 2l 45 Olgy (2SS oot
M U ol 4y 3B G135 ol ol eeme JSS 5 S Lol dilocks slgtiey (g3tnie ol ol oo sl USG5 s MANET L5 b jowes
555 Lo 5 LS s e GOLIEMANET (ol ol (o e 552 2575 (oo e 001 ol bl g &S50 5 s
NSt S5 5 St slre & Ly pa Jro SN 03 505 Olgiy shite 4 S5 o SSan b ablis (slil; 5 (gl s
sl sy bite ol (gl m il oo S35 Jdos e b ablie g 4bs page g 5 551 & (oo 2w 4abOLL ) 31 Codn ol
(ol bl e Ao s (gl 54 S 15y 3550 MANET 55 0T b ablis glae g 5 6SC31 5 fubows 5l
Ll 815 b5l andllan 3 g0 S5 o e b ablie (g1 g0 sla B 1 (S Ol 4 pleST ol e (sl JSS s
rl oz 3 adllan | ol ol sled s oy , MANET @ﬁ}?,ﬁ(u‘f@tﬁﬂ6u_}§;,p\@mm)d\,;
v pLE ol e JSS i an glins 5 plite 403 505 ST 1) 5 g g0 (gl s Sl ST 51 55 lp ST O el JSS 5
23 ol e GLA S 1 o Sestbaslid 1S5S ARAN b e 1552 SAODV sl ol e JSS5
AODV JSS}%CLLA?&M[)\};& ©ANONAODY S5 5, .ol 4 51 3 dor 55 5590 40l 0LL pl 3 il s MANET
oo lge s 53 ol (gla s e 1| OSGI STy, opl ol 0 451,) PseUdOAODV vufﬁ,ﬁgﬂémug
4S I s el ods 35w AODV (5L oS (555 52 6,0 ANONAODY S5 5 5557 oo ol 5 (6l Jlo 8
Lis ol ol 8 AARAN 0l 5o Coms LS ol (ol e |S535 80 40 olies 4 i ARAN S35, (5lplad
ol ok a & L5 55 STy ol b e ot ((sleS (gla s e 4 ol JUS s ARAN S, el sla S
et =0 o s oy o =F ala8 =¥ S 5 ot e =Yl L] GlaeSis - ) I gulST LS
N4



&y

[1] Shannon, C.E., “Communication Theory of Secrecy Systems,” Bell Systems
Technical Journal, Vol. 28, pp. 656-715, 1949.

[2] Cayirc, E. and Rong, Ch., “Security in Wireless Ad Hoc and Sensor
Networks,” John Wiley & Sons, p. 109, 20009.

[3] Zhang,Y., Liu, W. and Lou,.W., “Anonymous Communications in Mobile Ad
Hoc Networks,” International Conferences of the IEEE Computer and
Communications Societies, vol. 3, pp. 1940-1951, 2005.

[4] Shokri, R., Yabandeh, M. and Y azdani, N., “Anonymous Routing in MANET
Using Random Identifiers,” Proceedings of the Sxth International Conference
on Networking (ICN07), p. 2, 2007.

[5] Kong, J. and Hong, X., “ANODR: Anonymous on demand routing with
untraceable routes for MANETS,” ACM MobiHoc, 2003.

[6] Bo, Z., Zhiguo, W., Kankanhdli, M.S., Feng, B. and Deng, R.H.,
“Anonymous secure routing in mobile ad-hoc networks,” 29th of Annual
IEEE International Conference on Local Computer Networks, pp. 102-108,
2004.

[7] Seys, S. and Prened, B., “ARM: Anonymous routing protocol for mobilead
hoc networks,” Proceedings of. 20th International Conference on Advanced
Information Networking and Applications, AINA, pp. 133-137, Apr. 2006.

[8] Fusenig, V., Spiewak, D. and Engel, T., “Acimn: A protocol for Anonymous
Communication In Multi hop wireless networks,” Proceeding of the. Sxth
Australasian Information Security Conference, 2008.

[9] Qiaolin, H., Qingyuan, H., Biao, H., Baokang, Z. and Su, J., “MSR: A Novel
MPLS-Like Secure Routing Protocol for Mobile Ad Hoc Networks,”
International Conference on Networks Security, Wireless Communications
and Trusted Computing, NSWCTC '09, pp. 129-132, 2009.

[10] Rahman, S.M., Nasser, N., Inomata, A., Okamoto, T., Mambo, M. and
Okamoto, E., “Anonymous authentication and secure communication protocol
for wireless mobile ad hoc networks,” Wiley InterScience, Security and
Communication Networks, vol. 1, no. 2, pp. 179-189, 2008.

[11] Diaz, C., Seys, S., Claessens, J. and Preneel, B., “Towards measuring
anonymity,” Proceedings of the 2nd international conference on Privacy
enhancing technologies, Springer-Verlag Berlin, pp. 54-68, 2003.

[12] Dijiang, H., “On Measuring Anonymity For Wireless Mobile Ad-hoc
Networks,”, Proceedings 31st IEEE Conference on Local Computer
Networks, pp. 779-786, 2006.

[13] Gaup-Moe, E., “Quantification of Anonymity for Mobile Ad Hoc Networks”
Electronic Notes in Theoretical Computer Science (ENTCS), Soringer-Verlag,
Vol. 244, August, 2009.

[14] Perkins, Ch., E. , Belding-Royer, E. and Das, S., “Ad hoc On-Demand
Distance Vector (AODV) Routing protocol,” Proceedings of the 2nd IEEE
Wor kshop on Mobile Computing Systems and Applications,.pp. 90-100, 1999.

[15] Sanzgiri, K., LaFlamme, D., Dahill, B., Levine, B., Shields, C. and Belding-
Royer, E., “Authenticated routing for ad hoc networks,” IEEE Journal on
SHlected Areas in Communications, vol. 23, pp. 598-610, 2005.

[16] http://en.wikipedia.org/wiki/Traffic_analysis, last modified on November
2010.



http://en.wikipedia.org/wiki/Traffic_analysis

\AK

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

Xinwen, F., Graham, B., Bettati, R. and Wei, Z., “Active traffic analysis
attacks and countermeasures,” Proceedings of the International Conference
on Computer Networks and Mobile Computing, ICCNMC 2003, pp. 31-39,
2003.

Pfitzmann, A. and Hansen, M., “Anonymity, unlinkability, undetectability,
unobservability, pseudonymity and identityManagement a consolidated
proposal for terminology”, Avalable a online http://dud.inf.tu-
dresden.de/Anon Terminology.shtml, February 2008 (version 0.31).

Kong, J., “Anonymous and Untraceable Communications in Mobile Wireless
Networks”, PhD. dissertation, University of California, 2004.

Kong, J., Hong, X. and Gerla, M., “A new set of passive routing attacks in
mobile ad hoc networks,” Proceedings of the IEEE Conference on Military
Communications, MILCOM 2003, pp. 796-801, 2003.

Li, P, Lin, Y. and Zeng, W., “Search on Security in Sensor Networks,”
Journal of Software, vol. 17, pp. 2577-2588, 2006.

Raymond, J., “Traffic analysis. Protocols, attacks, designissues and open
problems,” Proceedings of International Workshop on Design Issues in
Anonymity and Unobservability, Springer-Verlag, pp. 10-29, 2001.

Choi, H., McDaniel, P. and La, T.F., “Privacy Preserving Communication in
MANETSs,” 4th Annua IEEE Communications Society Conference, San
Diego, pp. 233-242, 2007.

Levine, B.N., Wang, M.K. and Wright, M., “On timing attacks in low-latency
mix-based systems,” Proceedings of the 8th International Conference on
Financial Cryptography, 2004.

Adam, B., ller, U. and Anton, S., “Traffic Analysis Attacks and Trade-Offsin
Anonymity Providing Systems,” Proceedings of the 4th International
Wor kshop on Information Hiding: Springer-Verlag, 2001.

Cao, J., Stojmenovic, 1., Jia, X., Das, S.,, Wu, X., Liu, J., Hong, X. and
Bertino, E., “Achieving Anonymity in Mobile Ad Hoc Networks Using Fuzzy
Position Information,” Proceedings of the 2nd International Conference in
Mobile Ad-hoc and Sensor Networks, Soringer Berlin/Heidelberg, vol. 4325,
pp. 461-472, 2006.

Martin, D., Serjantov, A., Mathewson, N. and Dingledine, R., “Practica
Traffic Analysis: Extending and Resisting Statistical Disclosure,” 4th
international workshop on Privacy Enhancing Technologies, Soringer
Berlin/Heidelberg, vol. 3424, pp. 707, 2005.

Durresi, A., Paruchuri,V., Durresi, M. and Barolli, L., “Anonymous Routing
for Mobile Wireless Ad Hoc Networks,” International Journal of Distributed
Sensor Networks, vol. 3, no. 1, pp. 105-117, 2007.

Jigun, K., Xiaoyan, H., Sanadidi, M.Y and Gerla, M., “Mobility changes
anonymity: mobile ad hoc networks need efficient anonymous routing,”
Proceedings of 10th IEEE Symposium on Computers and Communications,
|SCC 2005, pp. 57-62, 2005.

Berg, O., Berg, T., Haavik, S., Hjelmstad, J. and Skaug, R., “SpreadSpectrum
in Mobile Communication” Ingtitution of Electrical Engineers, |EEE
telecommunications series, London,p. 458, 1998.

Newman-Wolfe, R.E and Venkatraman, B.R, “High level prevention of traffic
analysis” In Seventh Annual Computer Security and Applications Conference,
Dec. 1991.



http://dud.inf.tu

ARR

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]
[41]
[42]
[43]

[44]

[45]

[46]

[47]

Wu, B., Wu, J., Fernandez, E.B., llyas, M. and Magliveras, S., “Secure and
efficient key management in mobile ad hoc networks,” Journal of Network
and Computer Applications, vol. 30, pp. 937-954, 2007.

Guan, Y., Li, C., Xuan, D., Bettati, R. and Zhao, W., “Preventing traffic
analysis for real-time communication networks,” Proceedings of the military
communi cations Conference, MilCom?99, pp. 744-750, Oct. 1999.

Shu, J.,, Vaidya, N.H. and Zhao, W., “Preventing traffic analysis in packet
radio networks,” Proceedings in DARPA Information Survivability
Conference & Exposition, DISCEX '01, Vol.2, pp. 153-158, 2001.

Lee, J. and Gerla, M., “Split Multipath Routing with Maximally Digoint
Paths in Ad Hoc Networks” IEEE International Conference on
Communications, 2001.

Maring, M.K. and Das, S.R.,, “AOMDV: Ad hoc On-demand Multipath
Distance Vector Routing Protocol,” Proceedings of the 9th International
Conference on Network Protocols, pp. 14-23, 2001.

Zhu, S., Setig, S. and Jgjodia, S., “LEAP: Efficient Security Mechanisms for
Large Scale Distributed Sensor Networks,” ACM Conference on Computer
and Communications Security, 2003.
http://en.wikipedia.org/wiki/Padding_(cryptography), last modified on
November 2010.

Jiang, J., Vaidya, N. and Zhao, W., “Power-Aware Traffic Cover Mode to
Prevent Traffic Analysis in Wireless Ad Hoc Networks,” In IEEE Infocom,
2001.

Chaum, D., “Untraceable electronic mail, return addresses, and digital
pseudonyms,” Communications of the ACM, vol. 24, no. 2, pp. 84-88, 1981.
Jiang, J., Vaidya, N. and Zhao, W., “A Dynamic Mix Method for Wireless Ad
Hoc Networks,” MILCOM, Vol 2, pp. 873-877, 2001.

Fu, X., “On Traffic Anaysis Attacks and Countermeasures,” M.S thesis,
Communication Engineering Department, Texas A&M University, 2005.
Boneh, D. and Franklin, M., “Identity Based Encryption from the Weil
Pairing”, SSAM Computing, Vol. 32, No. 3, pp. 586-615, 2003.

Berreto, L.M., Kim, H.Y. and Scott, M., “Efficient algorithms for pairing-
based cryptosystems”, Advances in Cryptology - Crypto 2002, LNCS 2442,
pp.354-368, Springer-Verlag, 2002.

Galbraith, S., Harrison, K. and Soldera, D., “Implementing the Tate Pairing”,
Algorithm Number Theory Symposium - ANTS V, LNCS 2369, Soringer-
Verlag, pp. 324-337, 2002.

Molva, R., Tsudik, G., Westhoff, D., Acs, G., Buttyan, L. and Vada, .,
“Provable Security of On-Demand Distance Vector Routing in Wireless Ad
Hoc Networks,” in Security and Privacy in Ad-hoc and Sensor Networks, vol.
3813: Springer Berlin/ Heidelberg, pp. 113-127, 2005.

Gis, R. and Andreas, E., “Provably secure non-interactive key distribution
based on pairings,” Discrete Applied Mathematics, Coding and cryptography.,
vol. 154, pp. 270-276, 2006.



http://en.wikipedia.org/wiki/Padding_(cryptography)

Defending against Traffic Analysis Attacks with the Use of Anonymous
Routing Protocols

Elahe Sheklabadi
e.sheklabadi @ec.iut.ac.ir

Date of Submission: 2011/04/11

Department of Electrical and Computer Engineering
Isfahan University of Technology, Isfahan 84156-83111, Iran

Degree: M.Sc. Language: Persian

Supervisor: Mehdi Berenjkoub, brnjkb@cc.iut.ac.ir

Abstract

In recent decade, the topic of MANET privacy has been flourished. Privacy is the main aim of the
traffic analysis attacks. Indeed, an adversary intercepts network traffic in order to infer sensitive
information about network traffic characteristics such as the identities of communicating parties, location of
nodes data transmission rate and motion pattern of nodes, in traffic analysis attacks. This may lead to severe
threats in security-sensitive applications. In the other hand, privacy is considered as one of the most
important security features in the specific applications of MANET including military networks and search
and rescue operations. Concealing the routing information from adversary and even legitimate nodes is an
effective method to resist against traffic analysis attack. Although the secure routing for MANETS has been
extensively studied, traffic analysis attacks are still not well addressed. So, providing anonymous routing
protocols i.e. routing protocols which include anonymity services is quite important. Using these protocols
is necessary to resist against to traffic analysis attack in order to hiding some information such as the real
identity of network nodes and network topology. The aim of thisthesisis presenting an improved algorithm
in order to defend against traffic analysis attacks. To this end, at the first, traffic analysis attacks and their
countermeasures in MANET have been studied. These have been classified base on the adversary model,
vulnerable security services and implementation layer. The comparison of countermeasure techniques
showed that hiding routing information is highly effective to resist against traffic analysis attacks in
MANET. In this thesis, the main concentration has been devoted to anonymous routing in MANETS. So, a
number of anonymous routing protocols have been studied. Moreover, in this thesis, ARAN protocol, which
has been known as one of the most secure routing in MANET, and AODV protocol have been considered in
order to achieve an anonymous routing protocol. AnonAODV protocol, as an anonymous version of AODV
protocol, has been proposed to improve a previous anonymous variant of it namely pseudoAODV protocol.
This protocol provides anonymity services in the presence of global passive adversary. AnonAODV
protocol has simply confused on providing anonymity in AODV protocol, while anonymous version of
ARAN protocol results an anonymous secure routing protocol, namely AARAN. Both preserving security
features of ARAN and achieving anonymity services have been considered as design policy of AARAN
protocol. So, AARAN protocol is a secure routing protocol which also provides identity privacy, strong
location privacy and route anonymity services.
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1 Mobile Ad hoc NETworks
2 Multihop wireless networks
3 Packet radio networks
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