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Abstract

Packet classification as the main task of network devices is the process of classifying
different packets into different flows (classes). Recently, high speed progress in network
applications and enormous increment in the number of network users caused exponential
increment in network traffic. These complex applications and heavier traffic have emerged
demands on more powerful devices. Furthermore, due to dynamic nature of network
traffic, totally scalable methods for packet classification and implementation platforms that
are able to cope with this dynamicity are needed. FPGAs are efficient candidates as they
contain hardware programmable logic units that can be reconfigured based on the
application requirements. p—VEX is a reconfigurable soft-core VLIW processor in an
FPGA and it is able to use the inherit Instruction Level Parallelism (ILP) of applications.
p—VEX has all the requirements of processing network applications.

For the purpose of scalability and economical reasonability we gave more attention to
packet classification algorithms that have taken advantage of Bloom filter. Tuple pruning
using Bloom filter for packet classification completely suits our goals. In this thesis we are
going to prove the rationale behind implementing Bloom filter based packet classification
algorithms on a reconfigurable and parameterizable VLIW soft-core processor, called p—
VEX. As p—VEX is an open source, reconfigurable, flexible and powerful VLIW processor
and Bloom filter is a parallel and space efficient data structure our way of classification is
fast enough and reasonable for new demands, moreover this will be done in more
economical environment.

We changed p—VEX to an embedded processor for one of the most important network
applications, packet classification. The results have been depicted the huge performance
gap between GPP processors and p—VEX. The customized p—VEX provided on average
approximately 8x speedup.

Keywords: p-VEX, CRC, packet classification, Bloom filter, FPGA.



Table of Contents

Content page
Chapter 1: Introduction
I R 1 oo 13 Tox o] RSP S PO PSRRI 2
1.2 Problem Statement...... ..o 2
1.3 Proposed SOIULION ......c.eciiiieciece et teeae e nre s 2
1.4 PrOJECE GOIS.....cciiiiieii ettt 5
1.5  ThesisS Organization .........cccccceeiueiiieie ettt e e e reenaesnaenreas 5
Chapter 2: Background
2% R [ 17T L8 T { [ o TSRS 7
2.2 NEIWOIK PrOCESSING ..vveiveeieiiiiiieeiesie sttt te st ste et te e sraeste e e taennesnnenreas 7
2.3 Processing PlatfOrmsS.........ccooiiiieii i 8
2.3.1  BaSiC CharaCteriStiCS.......cicuiiiiiiiiiiiieieie et 8
2.3.2  Network Processing Platforms ..o 9
2.4 BlOOM FIIEE ..ottt 11
2.4.1  Space Advantages and Probability of False Positive.............c.cccccovveiveireenenn, 11
2.4.2  Counting BIOOM FIlter.........coieiiiie e 13
2.4.3  Spectral BIoom FIlter ........ccooveiiiiiiie e 13
2.4.4  BlOOMIEE FIIET ..ooveiiiiieiee s 13
2.45  Compressed BIoom Filter.........coiiiiiiiieee e 13
2.4.6  Distance-Sensitive BIOom FIlter..........cccoveiieiiiie e 14
2.4.7  Pipelined BIOOM FIlEr .......ccooiiiiiiiiee e 14
2.4.8  Dynamic BIOOM FIlter .........cooiiiiiiiiiiiies e 14
2.5  Applications of BIOOM FIltErS.........ccoiiiiiiiiiieieee e 15
2.5.1  HYPRENALION ..o e 15
2.5.2  Spell and Password ChecKing .........ccccceoeriniiiiiniiieeee e 15
2.5.3  Checking for Viruses in Network Packets..........cccccoovvereniieniiininicienn 15
2.5.4  Spam Control in EMail ..........coooiiiiiiiii e 15
2.5.5  WED CaChING ..oveeiicie e 16
2.5.6  Data Location in @ P2P NetWOrK ..........ccooeiiriiiiiiieeeeee e 16
2.5.7  Finding Similarities in P2P Networks ..........ccocoviiiiiiiiniinece e, 16
2.5.8  Mutual Friend DISCOVEIY ......cccueiiiiiiieie e st sne e 16



2.5.9  Packet Routing and FOrWarding ...........cccoeveieereiieeseese e esie e e 16

2.6 Packet ClasSITICALION .........ociiiiiiiriieee e 17
2.6.1  Performance Metrics for Classification Algorithms............c.cccoeviviieiiennnnn, 21
2.6.2  PaCKet ClaSSITIEIS......cviiiiiiii it 21
2.6.3  Characteristics of Packet-classification Scheme .............cccccociiiiiiiicicnenn, 22
2.6.4  BaSiC Data StIUCTUIES........ccveiiieieiie ittt nne e 23
2.6.5  Geometric AIGOrtNMS ......ccveiiiiiiie e 24
2.6.6  HEUIISTICS .. .iveeiieiiciie sttt ettt st sreesne e 25
2.6.7  Hardware-based AlGOrithms...........ccooiiiiiiiiiiieee e 27

7 B RV =) OO 29
2.7.1  SOft-COre APPIOACHES .....cc.oiviiiiiiiiiieiiee e 29

2.7.1.1 RISC SOft-COre PrOCESSOIS. ...ccuviivieiearieiieesieeiesieesteeieseesieeeesseesseensesneessens 29
2.7.1.2 VLIW SOTt-COIe PrOCESSOIS .....veivverieariesieeieasiesieesteaiesseesseeeesseesseessesseessens 30

2.7.2  Reconfigurable ProCESSOIS ........ciuiiiieiiiiesie it 30
2.7.3  ILP ANU VLIW ...ttt 30
2.7.4  The VEX VLIW AIChItECIUIE ....ocveiieieiiciecie e 31
2.7.5  Application Development Framework ...........cccooevveviiiiesieeie e, 33
2.7.6  Some VEX Machine Configurations...........cccccceevvevieieiieii e, 33

2.8 RElAtEO WOTK ... 35
2.9 CONCIUSIONS ... ettt ettt et st ste st sbeereeneenee e 36

Chapter 3: Fast Packet Classification Using Bloom Filter on p-VEX

200 11 0o 1 o{ £ o o SRS PSUSSS 38

3.2 Our Packet Classification ENQINE ..........ccoiiiiiiiiiienieeee e 39

33 HASNING . e 39

K S O TS PRPPRSTR 41
3.4.1 Computation OF CRC ......c.ooiiicic e 41

3.5  0ne Clock CRC (OC-CREC)....cciiiiiiiiiiete et 44

3.6 Programming and QUENY PrOCESS .......cccueeiiieiiieiie it esiee e see et siae e 45

3.7 A Packet Classification BenChmark ...........ccccoooiiiiiiiiinii e 48
3.7.1  Filter COMPOSITION .....coiviiiiiieiiieie et nreas 48

IR TN o] o] [ Tor= Vo]0 T \Y, T o] o] Lo To USROS PRTRP 49
3.8.1  P-ASM ASSEMDIEE ... 50
3.8.2  Process Of MapPINg ......cooeiiiiieiieiieieeie e st 50



3.0 CONCIUSIONS. ..ottt e e e et e e e e e e e e e aeas 51

Chapter 4: Implementations results

Ot 1011 700 10! £ o] o USRS PSR 53
4.2 Implementation RESUILS .........cco i 53
4.3  Customizing p—VEXWIth CRC.........cccoiiiiii e 57
4.4 ReSOUrce ULIIIZAION ......ccooiiiiieiieiiesiseeiee e 58
4.5 CONCIUSIONS. ..ottt bbbt bbbt 59

Chapter 5: Conclusions

T8 A | 1o L1 T 4 o] o USSR 61

5.2 RESUILS DISCUSSION ...ovviiieiieiiesieesieeiesieesie e e steesteenee e saeeneesreesteaneesraesseeneesseensenns 61

ST B O0] 0] U1 [ SRR 62
References



List of Figures

Figure page
Figure 2-1: Network traffic growth [1]........cccooiiiiiiiiiee e 9
Figure 2-2: Comparison of network platforms in terms of flexibility and performance [1] 10
Figure 2-3: Pipelined BIoom Filter [2] ... 14
Figure 2-4: Some useful header fields and their widths for packet classification............... 17
Figure 2-5: An example NEtWOIK [3] .....coveiieiieieeie et ene 18
Figure 2-6: A geometric representation of the classifier in Table 2-5 [4].........ccccovevvennne 21
Figure 2-7: A hierarchical trie data Structure [4].......cccooveveiieiieeie e 24
Figure 2-8: BaSiCS OF RFC [3] ..ueiiiiiieieieie e 25
Figure 2-9: The tuples and associated hash tables for classifier of Table 2-6..................... 26
Figure 2-10: Lookup by using a ternary CAM [5] .....cccoeiiiiiiiiiiieeeeee e 28
Figure 2-11: p-VEX organization (4-1SSUE) [6] ........ccerurrerireririnieieenee e, 32
Figure 2-12: Syllable 1aYOut [7].....cccveiieiiee e 33
Figure 2-13: Application development framework [7].......cccccovveveiieiieieiieie e 33
Figure 2-14: Dynamically and Partially Rec Reconfigurable Processor Design [8]........... 34
Figure 3-1: The Bloom filter based tuple pruning algorithm ............cccocoveiinniniiicenn, 39
Figure 3-2: Hash table and its SUb-tables...........ccccceiiiiiiic i 40
Figure 3- 3: OC-CCRC CIFCUIL ....cveeveiieiieeie ettt sre e ens 45
Figure 3-4: The programmed Bloom filters and hash table [9]..........ccccoviveiiiiiciie 46
Figure 3-5: p-VEX application development framework............ccoceverenenenienieniieieieen, 50
Figure 4-1: Cycles of implementing the application on Modelsim and Pentium 4............ 54
Figure 4-2: Clock speedup for different rule SetS.........coovvvieiieeie e 54
Figure 4-3: Execution time of different rule SetS..........ccoovevieiieeie i 55
Figure 4-4: Speedup of different rule SEtS.........ccevviieiiiicccce e 56
Figure 4-5: CRC clocks in different rule Sets.........cooevveviiiciiecie e 57
Figure 4- 6: Clock speedup with and without CUSTOMIZAtION ..........cccceviieiiieniieeeee, 58



Table

Table 2-1:
Table 2-2:
Table 2-3:
Table 2-4:
Table 2-5:
Table 2-6:
Table 2-7:

Table 3-1:
Table 3-2:
Table 3-3:
Table 3-4:
Table 3-5:
Table 3-6:

Table 4-1:
Table 4-2:
Table 4-3:
Table 4-4:
Table 4-5:
Table 4-6:
Table 4-7:

List of Tables

page
Customer services provided DY ISP1.....ccccce e 17
Flows into which incoming packets will classified by the router...................... 18
A real-life classifier in four dimensions [4] .......ccccvveveiieiicic s 19
Example classification reSUltS [4] ........covooiiiiiiiiiiiiceee e 19
Four classes of classification algorithms ............ccccevviiineiiinene e 20
AN example ClaSSITIEN ..o 20
An example of some rules from a classifier............ccoooeiiieiiiiiee 22
Ways of expressing a polynomial ... 42
Some of the CRC-16 polynomials and their USES .........cccccvvvvviveienienieneeieenn, 42
A number of real-life packet classification rules...........cccoccovcvvienininsinineriene 45
The bloom filter query results for input (0100, 1001) ......cccooviirininininieienes 47
RUIE SBES ...ttt bbb 49
TTACES ..ttt ettt b e n et n e 49
Time of one packet processing per rule Set.........cccvvveieienenn e 56
Throughput of our appliCatioN 0N -VEX .......cccoviiiiiiirieieeese e 57
p—VEXwithout customized CRC ..........cccoieiiiii e 58
Logic utilization of customized p—VEXwith CRC-32 parallel.............cccoc....... 59
Logic utilization of customized p—VEXwith CRC-16 parallel.......................... 59
Logic utilization of OC-CRC..........ccceiiiiiee e 59
Resource utilization for different customized p-VEX ..o, 59



List of Acronyms

ACL Access Control List

ASIC Application Specific Integrated Circuit
ASIP Application-Specific Instruction Processors
BMR Best Matching Rule

CISC Complex Instruction Set Computer
CPI Clock Per Instruction

CPU Central Processing Unit

CRC Cyclic Redundancy Check

DFT Discrete Fourier Transform

DSP Digital Signal Processing

DWDM Dense Wavelength Division Multiplexing
EAPR Early Access Partial Reconfiguration
EDA Electronic Design Automation
FIS-Tree Fat Inverted Segment Tree

FPGA Field programmable Gate arrays

FU Functional Units

FW Firewall

GPP General Purpose Processor

ICP Internet Cache Protocol

IDE Integrated Development Environment
ILP Instruction Level Parallelism

IPC Instruction Per Clock

IPC IP Chain

ISA Instruction Set Architecture

NAP Network Access Point

NAT Network Address Translation

NP Network Processors

OC-CRC Our One Clock CRC



QoS Quality of Service

RFC Recursive Flow Classification
RISC Reduced Instruction Set Computer
SIMD Single Instruction Multiple Data
SoC System on Chip

SRAM Static Random Access Memory
TCAM Ternary Content addressable Memories
TSP Tuple Space Pruning

TTM Time to Market

URL Uniform Resource Locator

VEX VLIW Example

VLIW Very Long Instruction Word
VPN Virtual Private Network



Chapter 1

Introduction



1.1 Introduction

Internet at its beginning was only text emailing and webs but it encountered to drastic
changes. On one hand the addition of network applications and on the other hand
enormous increment in the number of network users causes more traffic growth. The new
traffic means many new added operations on each network packet. The result is more
processing requirements per packet in comparison to early network devices. For this
complex applications and heavier traffic than early days of networks and because of the
natural dynamicity of network traffic and bandwidth, demands on more powerful devices,
which are able to handle this new situation, have been emerged. The rest of this chapter is
organized as follows.

Problem statement is presented in section 1.2. Subsequently, our proposed solution is
described in section 1.3. Project goals are identified in Section 1.4. Section 1.5 concludes
this chapter with an overview of this thesis organization.

1.2 Problem Statement

The demand for computing power in consumer electronics is increasing at a very high
rate. High performance (embedded) computers is needed to cope with all modern
application, so computer systems with a single general-purpose Central Processing Unit
(CPU) are replacing with computer systems of multiple general-purpose CPUs, or a
combination of CPUs and application-specific processing units. This high speed progress
of applications that are related to network caused exponential increment in network traffic.
Internet at its beginning was only text emailing and webs but it encountered to drastic
changes. On one hand the addition of applications such as distributed databases, video-
conferencing, multiplayer gaming, etc. and on the other hand enormous increment in the
number of network users causes more traffic growth. The new traffic means many new
added operations on each network packet. The result is more processing requirements per
packet in comparison to early network devices such as firewall, antivirus and intrusion
detection / prevention applications. For this complex applications and heavier traffic than
early days of networks, demands on more powerful devices, which are able to handle this
new situation, have been emerged. Due to dynamic nature of network traffic, we need
implementation platforms that are able to cope with this dynamicity.

1.3 Proposed Solution

Field programmable Gate arrays (FPGASs) could be efficient candidates as they contain
hardware programmable logic units that can be reconfigured based on the application
requirements, sometimes FPGAs referred to as reconfigurable platforms. Application
Specific Integrated Circuit (ASIC) is the other perfect candidate, but considering time to
market as an important parameter in hardware production, ASIC is less appropriate
platform than FPGA due to the fact that FPGA does not have time to market.

FPGAs have become a widely used tool for rapid prototyping, providing software-like
flexibility and hardware-like performance. To exploit Instruction Level Parallelism (ILP), a
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Very Long Instruction Word (VLIW) processor can be utilized to increase the performance
beyond a single issue-width processor. Single issue-width processors can only take
advantage of temporal parallelism (by utilizing pipelining) while VLIW architectures can
additionally take advantage of the spatial parallelism by utilizing multiple Functional Units
(FUs) to execute several operations simultaneously. In addition, VLIW processors are
simpler in design when compared to their more complex Reduced Instruction Set
Computer (RISC) counterparts. FPGAs are constantly improving and provide a technology
platform that allows fast and complex reconfigurable designs. In many cases, the
utilization of FPGAs implies a large reduction in development costs or an enormous
speedup of the implemented algorithm. Applications in the multimedia and network
domain happen to contain a lot of ILP, because they typically consist of many independent
repetitive calculations. VLIW processors exploit ILP by means of a compiler that is
completely aware of the target processor architecture. When a VLIW processor is
implemented in an ASIC, its issue-width is fixed at design time. Therefore, the issue-width
of the processor cannot be adjusted after fabrication to suit a different set of applications. A
soft-core VLIW processor can be implemented in an FPGA, and its organization can be
changed easily by loading a new bit-stream. Design-time reconfigurability requires full
configuration of the whole FPGA if a certain parameter of the FPGA-implemented
processor is to be changed. In literature, all of the available soft-core VLIW processors
only provide some form of design-time and not run-time reconfigurability. In order to
change the issue-width or any parameter of a processor, a new full bit-stream is to be
downloaded to configure the whole FPGA and all other circuits in the FPGA have to be
stopped.

p—VEX is a parameterizable and extensible soft-core VLIW design-time reconfigurable
processor in an FPGA. In these processor parameters such as type and the number of FUs,
supported instructions, memory bandwidth and register file size can vary based on the
variation of the applications and available FPGA resources. It supports run-time partial
dynamic reconfiguration. After the processor is implemented in an FPGA, it can adjust its
issue-width while other circuits in the FPGA keep running. Only a small partial bit-stream
is loaded to adjust the issue-slots. Applications/kernels with more fine-grain (instruction
level) parallelism such as a Discrete Fourier Transform (DFT) kernel can be run on the
larger 4-issue machine for better performance, and applications with more coarse-grain
(data level) parallelism such as an encryption algorithm with a specific amount of data can
be run on the two 2-issue processors in a Single Instruction Multiple Data (SIMD) fashion
for faster execution. It has a freely available tool-chain and a well-defined development
framework. This VLIW processor is able to use the inherit ILP of applications. As
mentioned p—VEX is an embedded reconfigurable and extensible open source VLIW
processor, accompanied by a development framework. Its architecture is based on the VEX
Instruction Set Architecture (ISA). A software development tool-chain for VEX is made
freely available by Hewlett-Packard (HP). As the bandwidth and traffic is increasing and
varying a lot in networks, we need reconfigurable processors as a powerful,
parameterizable and flexible platform. p—VEX has all the requirements of processing
network applications.

The main task in network devices is packet classification. Packet classification is the
process of classifying different packets into different flows (classes) based on applying
rules on their headers. Traditionally, routers have forwarded packets based only on the
destination address in the packet. As the Internet begins to be used for commercial
applications, service providers would like routers to provide “service differentiation”.
Routers with a packet classification capability, however, can distinguish traffic based on
destination, source, and application type. Such classification allows various forms of

3



service differentiation. Despite the progress made in the last year on solutions to the packet
classification problem, existing routers need to be more powerful and faster due to
mentioned increases in networks traffic and bandwidth. Increasingly, however, users are
demanding, and some router vendors are providing, a more discriminating form of router
forwarding, called Layer 4 switching (service differentiation). Traditional routers do not
provide service differentiation because they treat all traffic going to a particular Internet
address in the same way. Packet classification enables routers to support various value-
added services, such as blocking traffic from insecure sites, giving preferential treatment to
premium traffic, routing based on traffic type and source, firewall packet filtering , policy
routing , Virtual Private Network (VPN) implementations , traffic billing, and Quality of
Service (QoS) applications. In order to provide these services, the router needs to classify
the packets into flows according to different criteria. These criteria form rules which are
based on L2/L3/L4 fields in the packet header. Routers classify arriving packets by
comparing them to a set of predefined rules and finding the highest priority rule or the rule
that best matches the packet header fields (the Best Matching Rule (BMR)). A rule consists
of a set of fields made up of the IP source prefix, the IP destination prefix, the source port
range, the destination port range, and the protocol type and flags. The difficulty of packet
classification is in performing multiple field lookups at wire speed for every incoming
packet, given that the packet arrival rate can be several million packets per second. For
example for a 40 Gigabit per second (OC768) wire speed, given the smallest packet size of
40 bytes in the worst case, the router needs to look up packets at a speed of 125 million
packets per second. That, together with other needs in processing a packet, amounts to less
than 8 ns per packet lookup. Nowadays, one access to on-chip memory takes 1-5 ns for
SRAM and about 10 ns for DRAM. One access to off-chip memory takes 10-20 ns for
SRAM and 60-100 ns for DRAM. These figures show that it is highly demanding to
develop high-speed packet classification algorithms. It also shows that it is very difficult
for serial algorithms to achieve ideal wire speed. The speed of a packet classification
algorithm is measured by the times of memory access. Other performance metrics for a
packet classification algorithm include memory storage requirements, update speed, and
scalability to both the number of the rules and the number of fields included in the rules,
among possible others. There are lots of algorithms for packet classification and every one
of them has used different methods. Most of them use high bandwidth and a small on-chip
memory, while locating the rule database in a slower and higher capacity off-chip memory.
Many packet classification algorithms, such as tuple space pruning, cross-producing and
coarse-grained tuple space perform a separate lookup on each field to narrow the search
space. Hence, these algorithms cause off-chip memory accesses for both the individual
field lookups and the final combined lookup.

With the mention increases and dynamicity in traffic and bandwidth we need faster,
more efficient and totally scalable algorithms. For the purpose of scalability and
economical reasonability, we gave more attention to methods that have taken advantage of
Bloom filter. In [9] it is proposed to replace each field lookup with an on-chip Bloom filter
and add a new tuple Bloom filter to further reduce unnecessary off-chip memory accesses.
This algorithm has very small memory requirements. It scales well from two-dimensional
classifiers to high-dimensional ones. In particular, this algorithm is inherently parallel. It is
easy to exploit the parallel mechanism in the hardware.

While the general solution is geared towards hardware parallelism and high speed
memories, a proper combination of existing fast and reconfigurable platforms with scalable
and space efficient packet classification algorithm that has fast update time can benefit
routers and any applications of packet classification. In this thesis we provide a
background of the requirements and the rationale behind implementing Bloom filter based
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packet classification algorithms on a reconfigurable and parameterizable VLIW soft-core
processor, called p—VEX. We also evaluate this mechanism and compare the results with
some other platforms. As p—VEX is an open source, reconfigurable, flexible and powerful
VLIW processor and Bloom filter is a parallel and space efficient data structure, we expect
faster and more powerful platform for packet classification with a proper combination of
them.

1.4 Project Goals
The main goal of this project is to implement one of the vital tasks of network
processing, packet classification, on extensible and reconfigurable VLIW processor. To
accomplish this goal we searched among the algorithms of packet classification for the
most suitable one. Because of the rapid growth and inherit dynamicity of network traffic,
Bloom filter base algorithms have been chosen. Tuple pruning using Bloom filters for
packet classification is the best Bloom filter base packet classification algorithm which is
accurately fit our goal. The following stages have been identified in order to achieve the
main goal of this project:
e For the first stage, p—VEX should be implemented on FPGA.
e After that, the C code of the tuple pruning using Bloom filters for packet
classification should be written.
e Then the implemented software platform should be mapped on the hardware
platform, and the provided results should be compared with other hardware
platforms for the acquired throughput, speedup and improvement.

1.5 Thesis Organization

The remainder of this thesis is organized as follows. A background on underlying
technologies as network processing, packet classification, Bloom filter and p—VEX
processor is presented in Chapter 2. The implementation of our platform and required C
code is presented in Chapter 3. Chapter 4 discusses the performance results of our packet
classification and configuration analysis of p-VEX serving as a configurable and extensible
processor. Finally, this thesis is concluded in Chapter 5. The VHDL code of our proposed
One Clock CRC is presented in Appendix A. The C codes of our application and the VEX
machine model for p—VEX can be found in Appendix B and C respectively.
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2.1 Introduction

Recently, high speed of progress in network related applications caused exponential
increment in network traffic. Internet at its beginning was only text emailing and webs but
it encountered to drastic changes. For this complex and heavier traffic than early days of
networks, demands on more powerful devices, which are able to handle this new situation,
have been emerged. Due to dynamic nature of network traffic, platforms that are able to
cope with this dynamicity are needed. FPGAs could be efficient candidates as they contain
hardware programmable logic units that can be reconfigured based on the application
requirements, sometimes FPGAs referred to as reconfigurable platforms.

p—VEX is a reconfigurable soft-core VLIW processor in an FPGA. It is parametric and
parameters such as type and the number of FUs, supported instructions, memory
bandwidth and register file size can vary based on the variation of the applications and
available FPGA resources. It has a freely available tool-chain and a well-defined
development framework. This VLIW processor is able to use the inherit ILP of
applications. p—VEX has all the requirements of processing network applications.
Moreover, the main task in network devices is packet classification. Packet classification is
the process of classifying different packets into different flows (classes) based on applying
rules on their headers. As the bandwidth and traffic is increasing and varying a lot in
networks, reconfigurable processors as a powerful, parameterisable and flexible platform
are needed. Among lots of packet classification algorithms, with the mention increases in
traffic and bandwidth totally scalable methods are more in demand. For the purpose of
scalability and economical reasonability, more attention to methods that have taken
advantage of Bloom filter has been paid.

In this Chapter we are going to provide a background and the rationale behind packet
classification, Bloom filter, Bloom filter based packet classification algorithms and a
reconfigurable and parameterizable VLIW soft-core processor, called p—VEX (As it is an
open source, reconfigurable, flexible and powerful VLIW processor).

Section 2.2 presents an overview of network processing. Section 2.3 discusses
processing platforms. Bloom filter is presented in Section 2.4. Subsequently, application of
Bloom filters is presented in Section 2.5. Fundamentals of packet classification are
provided in section 2.6. Section 2.7 describes p—VEX. Some related work has been
discussed in section 2.8. Finally, this chapter is concluded in Section 2.9.

2.2 Network Processing

Network processing is the acted operations on packets by network devices such as
switches and routers. Packets have one or more headers that contain information such as
source/destination addresses, source/destination port number, protocol type, checksum,
expiration timer, etc. The protocol declares the number of headers for a packet. TCP/IP is
the network protocol, which is in use in different networks. Every layer of TCP/IP adds its
own header to the packet. The most common processing task is packet classification. It
enables routers to provide differential services such as routing based on the traffic type and
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