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Abstract

Using Data Mining Techniques in Intrusion Detection Systems

By: Mahdi Mokarrami Sefidab

Nowadays, with the increasing development and extended application of computer
networks in human life, the need for security in these networks is more noticeable
than ever before. Different equipments and tools are used to provide the security one
of which is the Intrusion detection system. The intrusion detection systems more
often apply misuse detection and anomaly detection methods to detect the Intrusion.
In misuse detection methods, detection rates are high but they do not have the ability
to detect new attacks. On the other hand, anomaly detection methods have the ability
to detect new attacks, but with high false alarm rate. So far, several methods have
been used and tested to increase the detection rate and reduce the false alarm rate in
anomaly detection, but none have been able to achieve complete success and
research in this field is still in progress.

In this dissertation, a new model for network anomaly detection based on data
mining techniques has been designed, implemented and evaluated. The model
presented in this thesis consists of three phases. The first phase includes the
preparation and preprocessing of data. Furthermore, the most important and effective
features of attack detection have been extracted. The second phase consists of three
steps of determining the optimum number of clusters, clustering by K-means
algorithm and evaluation and validation of clusters created. The third phase includes
construction of the model by C5 classification algorithm, MLP neural network and
logistic regression and then compares them and selects the optimal model. The
results of the experiments conducted in this thesis show that the C5 decision tree
model is superior to the other models, with the classification accuracy of 99.84%,
detection rate of 99.83% and false alarm rate of 0.14%.

Keywords: Intrusion Detection, Intrusion Detection System, IDS, Data Mining, Data
Mining Techniques, Anomaly Detection.
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