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Security Analysis of Mobile Payment Protocols based
on WAP

Mojtaba Ayoubi Mobarhan

Abstract:

Nowadays, electronic commerce is the important part of people life. Electronic
commerce has different types and models. All of these models have same parts like
payment, transportation and advertisement. One of the most significant sections of
any model in the electronic commerce is the payment of goods and services
purchased. Electronic payment can be examined from different perspectives. One
of the models of payment is mobile payment by mobile devices like cell phones
and the wireless network. In this project, two types of payment systems are studied
and WAP system is selected as mobile payment system. We explain WAP
structure and layers. Then, we focus on security specification of WAP system. The
WAP security mechanisms like WTLS, WIM and WPKI are described. In addition,
security weaknesses, problems and attacks are presented in this system. Therefore,
some solutions and ways are proposed to increase security level of mobile payment
with WAP mechanism.

Keywords:

Mobile Device, Wireless Network, Wireless Application Protocol, M Payment, Authentication,
Security Attacks and Electronic Commerce.
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