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Abstract:
The main purpose of designing a student’s smart card in university is the

use of the best technology for servicing to students. It is very
economically and more safe in university environment. In this thesis, we
offer a suitable security model for using the untouchable student
intelligence card. Also it is studied on the security of saved data and
different layers of network and attacks on the RFID system and its
possible solutions in order to prevent these attacks especially physical
copyright attacks. By using these cards, the university can enjoy of many
advantages. The some characteristics of a student intelligence card are:

e Paying by card that causes to increasing speed and security

e Removing the problems of money carrying

e Having a general record of student information

e The possibility of devoting optimum resources

e Decreasing human power and decreasing error

e Decreasing the cost for university

e Ease resources management

e Having more speed for servicing the students

e Facility in upgrading the information

e And...
Also this research should determines the availability possibilities of the
centers that the students use them and it provide the simultaneous use of
different sources in database for students and also it has been the

possibilities of development for future requirements.

Keywords: E-paying, intelligence card, RFID, RBAC
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