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Abstract

Implicit and unobserved errors and vulnerabilitissues usually arise in
cryptographic protocols and especially in authenibe protocols. This may
enable an attacker to make serious damages tefived system, such as having
the access to or changing secret documents, integgfén bank transactions,
having access to users’ accounts, or may be haviegcontrol all over the
system. Many methods have been used to verifyriiagraphic protocols such
as logical, algebraic, inductive, and mathematixahplexity methods. Each of
these methods has its special shortages, in adddithe general disadvantages
of these methods. Nevertheless, no one has triedséothe computational
methods as cryptographic protocol’s verifiers.His thesis, we represent genetic
programming — a type of computational methods- aswa verification method
for the cryptographic protocols. GAProver; new dgeng@rogramming based
system has been built and successfully used tby\sme known authentication
protocols. We wish a new horizon would be openeithénfield of cryptographic
protocol verification because of this effort. Moveo, we believe that further
development of this method may solve many problénag encountered by
researchers in the field of protocol verificatioachuse of the use of formal
methods.

Keywords: Authentication protocols, Authentication protocerwication,
Computational methods, Genetic programming.
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Chapter 1
Introduction

1.1. Authentication Protocols

The revolution in Information Technology (IT) fieloh the last three decades has
allowed people to engage many new activities inr thhaily life such as the Internet,
wireless communication, and e-commerce. This reiariuled to access very critical
information, and this access created many advastage many serious risks. Many of
these risks appear because of security breachéghancost is often very expensive.
One of the main problems is how to authenticatatitieof the people that a service is
dealing with in a secure way. This problem appdesause many of protocols that
were thought to be safe for long periods, has beesaled to be unsafe and vulnerable
for serious dangers.

Network based authentication mechanism requiresngipal to authenticate to a
single system either local or remote (BISHOP, 20@3khentication is used to verify
the identity of users in order to control accessesources, to prevent unauthorized
users from gaining access to the system and tadehbe activities of the users in order
to hold them accountable for their activities (Mattr, 2002). This is the reason why
external entity must provide information to enatile system to confirm its identity.
Authentication process consists of obtaining théhentication information from an
entity, analyzing the data and determines if @9sociated with that entity.



The information comes from what the entity knowag®vord, secret information),
what the entity has (Badge or card), where theyeisti(Terminal), and what the entity
is (Fingerprint, odour, retina, hand geometry).

1.2. Verification of Authentication Protocols

In cryptographic protocols and especially authewion protocols there is
sometimes an opportunity to find some unobserveatr®or vulnerabilities. This may
enables an attacker to make serious damages tte#lied system, such as having the
access to or changing secret documents, interf@mibh@nk transactions, having access
to users’ accounts, or may be having the contlobwr the system (Whalen, et al.,
2005).

A window for formal verification of the protocolsak been opened by Needham and
Schroeder by reporting that some errors in thergggorotocols are hard to discover
manually (Needham, et al., 1978). After some yed@enning and Sacco have
succeeded in building the first formal protocolifrer that discovered an intrusion to
the Needham-Schroeder authentication protocol (Denret al., 1981). After that,
many methods have been applied to verify the atittegion protocols such as logical
methods, algebraic methods, and inductive methods.

Logical methods of protocol verification have bestarted by Burrows, Abadi, and
Needham (BAN) (Burrows, et al., 1989, 1990). In f#zane time, Milner opened the
way to use the algebra as a formal method of pobteerification by the extension of
the capability of process algebra and developingaRulus(Milner, 1989, 1990). In
1998, Abadi and Gordon continued Milner's way addexd Spi calculus, which had the
structures of cryptography(Abadi, et al., 1998).1908, Paulson started the use of
induction as a technique for the verification ofpiographic protocols was pioneered
by using the proof tool called Isabelle, which uskégher Order Logic (HOL) (Paulson,
1998). Since that time, there are no efforts tovesdhe problem of verification of
protocols in new methods. However, all that hasnbaehieved is to extend these
methods and increase their capacity to include pr@tocols.

1.3. Motivation

In the previous section, a short description foe timethods of authentication
protocol verification has been mentioned. The comrfeature of these methods is that
nearly all of them are based on symbolic intellgenAs will be discussed later all of
these methods has their limitations such as vatigahe vulnerable protocols to be
secure, and proving that formal methods has alwagge shortcomings in the
verification of authentication protocols. Theseitations have encouraged us to try the
computational methods for the purpose of authetiicgrotocol verification.

In this research, we present a new metfordanalysis and automated detection of
attacks on protocols. Our objective is to identife possible executions making an



attack to a protocol (if there is any). For thisgmse, we applied genetic programming,
a systematic method to search the space of alllppegzotocol executions, to find the
possible attack procedures. We apply the proposstiad on some two-party shared-
key authentication protocols such as a simple ehg#-response authentication
protocol, Encrypted Key Exchange (EKE) protocold @&AN-Andrew protocol and
show that genetic programming could find the attacknario to this protocol by
running in an acceptable time.

For this purpose, first we define a suitable mddelour problem and then specify
the genetic programming parameters. Then we usetébhnique to find the possible
sequence of steps that an intruder may do to iropate another agent and so could
attack to the protocol.

Briefly, all that we have done is to use a new gigra to verify the authentication
protocols; this method may open a new horizon énfidld of protocol verification, and
we believe that further development of this metmoay solve many problems that
encountered by researchers in the field of proteeoification because of the use of
formal methods.

1.4. The structure of the thesis

In this chapter and in the rest of this thesis wié wefer to the system that
we have developed with GAProver (pronounced as @Gapver), which is
derived fromGenetic-ProgrammingduthenticationProtocol Verification.

In the rest of this thesis, in chapter 2, we wilention the concepts, general
hypothesis and goals of authentication protocolpeak about their formal
verification methods, and introduce some verifmatitools based on some of
these methods. Firstly, we will light a spot on theneral properties of the
formal methods. Then we will discuss the formal ifiGation methods
including logical methods, algebraic methods, caxgy theoretic methods,
and the inductive methods. After that, we will gieetable of brief history for
all of the formal methods. At last, some authetibca protocol verification
tools based on some of the mentioned methods well imtroduced. In the
discussion of this chapter, we will give the lintibms of the current methods
that motivate us to try a different paradigm fae firotocol verification.

In chapter 3, we will discuss the evolutionary caithpms as a kind of
computational intelligence; the overall proceduré evolutionary algorithms
will be discussed. Then we will discuss genetic oatgms as a kind of
evolutionary algorithms, in this section we willsduss the genetic algorithms’
prototype in detail because it will help us to umstend how genetic
programming works. Then we will discuss the genefilogramming as an



extension of genetic algorithms. In this chapter algo will give an example to
understand how genetic programming works.

Chapter 4 is the heart of this thesis. In this thapfirst, we will explain
the work of (Tork Ladani, 2005) which defines anfiewvork for modeling and
verification of authentication protocols using thatruder Gap-Gift strategy,
this model will be the base to develop our autlation protocol verification
system (GAProver) based on genetic programming.n;Thee will explain how
to represent the GAProver as planning problem, ;thee will explain how to
utilize researching in our planning problem to ream hybrid system that has
an informed search feature. After that, main undé GAProver will be
presented with the basic functions of each unitenTha genetic programming
view of the Gap-Gift model will be discussed in alet Lastly, we will
introduce the complete GAProver system based onetgerprogramming. We
will introduce two possible structures for the GAfaer; the first one will be a
mono-engine genetic programming system, while tleeosd is a multi-engine
genetic programming system.

Chapter 5 is the chapter of tests and experimergallts. First, we will
introduce theJGAP, a java based toolbox for genetic programming, Wwhis
the used to implement the GAProver. Then, we willegan overview of how
to use GAProver. After that, we will discuss thesules of the system tests on
three protocols including, a simple challenge-respo authentication protocol,
Encrypted Key Exchange (EKE) protocol, and BAN-Aawr protocol. Lastly,
a comparison between the GAProver and two othéesyswill be done.

In chapter 6, the thesis will be concluded. Aftéiatt some ideas will be
given about how to continue this work and to imgrothe GAProver and
genetic programming in whole.



