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Abstract

Customer relationship and bank security model,
using a public key infrastructure for cellular
networks

Mona Pourghasem

In today's world the use of computer networks and telecommunications is essential
for human life. Among these, mobile tools and devices due to availability, has been
found a special place. This feature in addition to provide numerous facilities in every
place and time, such as financial transactions, are raised the sensitivity in the field of
security of these devices.

Public key infrastructure (PKI) is one of the unavoidable requirements information
transactions in the commercial and governmental applications. Because, it is
guaranteed message integrity, user authentication and transactions undeniable by
using the digital signature. If security of digital signature is ensure, legally can be
considered equivalent to a handwritten signature. Due to the rapid development of
mobile devices, which are based on the SIM/USIM cards, these devices can be
considered as an ideal device for creating digital signatures. Furthermore, with the
use of mobile signatures, the development of applications based on this signature will
be simple for service providers and mobile applications. In the transactions, such as
some of bank exchanges, which client authentication is very important, the use of
this infrastructure can have a significant role in security.

In this thesis a secure model has been proposed in order to establish a connection
between customer and bank by using mobile phone and on the internet at the cellular
networks. In which the symmetric encryption is used to provide confidentiality and
PKI is used for authentication of user's authenticity. The proposed model in addition
to security and efficiency is designed due to the existing mobile network facilities in
the country. The model is designed in a way that would be have consistent with
advances in mobile networks.

Keywords: Public key infrastructure, security, cryptography, cellular networks
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? Interactive Voice Response (IVR)

* Wireless Application Protocol (WAP)
* General Packet Radio Service (GPRS)
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! Traditional commerce

? Electronic commerce

? Electronic Data Interchange For Administration, Commerce and Transport (EDIFACT )
4 Mobile commerce



