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Abstract

Design and I mplementation of a Security M odel to Prevent DDoS Attacks on Web Servers
Aboosaleh Mohammad Shar ifi

Undoubtedly, the Internet cause  pervasive revolution inthe holeworld's
communication system. Dareto say that the world never witnessed for used scientific
phenomenon  hastily. Now imagine living without many of the Internet-based
servicesisnot possible. One magor threat to such services is Distributed Denial of
Service (DDoS) attacks.

Despite of the plethora of research on the topic, yet, DDoS attacks still remains as one
of the largest concerns for Internet based services. Several web services offered by
banks, hospitals, universities, etc, require a secure connection over the internet.
Protecting the integrity, confidentiality and availability in transit is of the objectives of a
secure connection.

University systems have one of these services. These systems are used by many
users;therefore, any disruption in services offered by them will lead  to dissatisfaction
among Users.

The purpose of this thesis is to discuss the various aspects of Distributed Denial-of-
Service (DDoS) attacks and defense mechanism against them, on web servers in the
Internet. To better understand the attacks and provide appropriate solutions, launch
attacks on one of the university system and evaluation results, then solutions for defense
against them is recommended.

K eywor ds: Distributed Denial of Service attack, Web Server, Attack Scenario, Defenses Against
Attacks
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