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Abstract

Deisgn A New Secure Protocol For Mobile Voting

Somayeh lzadi

One glance on concept of e-government and e-democracy, which core of them
is voting, Feeling the need for security is overwhelming, so In general,
security requirements in national and international level are irrefutable. Rapid
evolution of electronic voting category in recent decades, is good. But
widespread presence of mobile in societies, and the increasing participation
with its prosperity, leds government has a clear perspective of using mobile
for voting.

According to the SMS usage such as poll, SMS Competitions and voting, start
of security discussions with local security is necessary and lesds us to the idea
of designing a secure protocol for exchanging secure messages in mobile that
can have active participation in secure voting easily.

In this thesis, we design a secure protocol on mobile infrastructure (The
purpose of the “mobile” word in this thesis, is only “cell phone”) that con
meet maximum security requirements in voting. Designed protocol use blind
signature for cryptography in mobile and Mixnets in contacts center. This
protocol is expected in 6 steps. They are registration phase in authorized
centers and geting the public key cryptographic hash functions, initializes
phase which is software download and installing it on mobile, voting phase,
then encrypting vote with blind signature, sent the vote to Mix net and finally
phase is counting and announcement of results.

Keywords: Electronic Voting, Mobile Voting, Security requirements, blind
signature, Mix net - IES.
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1 Information and Communications Technology(ICT)
2 Graphic Information System(GIS)

3 Decision Support System(DSS)

4 Work flow management system(WMS)

5 Non-governmental Organization(NGO)
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