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Abstract

Key Management Protocols in Heterogeneous Wireless Sensor
Networks
Taha Yasin Rezapour

Wireless sensor networks are a collection of numerous sensor nodes with the ability
to record information such as temperature, humidity, pressure, light, and sound from
environment; so that sensor nodes provides full view of networks environmental
monitoring by the gathered information exchange with other nodes. Sensor networks
face a lot of security challenges for reasons such as insecure communication channel
and wireless communications. Management of the cryptographic keys between
sensor nodes for providing the maximum security with minimum cost is a research
direction which has attracted scientist in the field of computer science.

Due to limitations in sensor nodes, using key management techniques have faced a
lot of security and implementation challenges. Most research conducted in the area of
key management in sensor networks include schemes which have been proposed for
networks with homogeneous structure. Because of some limitations such as
performance and scalability of homogeneous sensor networks, researchers started
considering these networks with heterogeneous structure. Recently a number of key
management schemes for heterogeneous sensor networks were presented.

In this thesis, a novel key management scheme for heterogeneous wireless sensor
networks is presented. In proposed Scheme, position based cryptography is applied
for key assignment and authentication for network components. In this scheme,
taking into account a hierarchical network design, a method for secure
communication is established. In the proposed scheme, the network scalability and
reduced storage space requirements is a special feature.

Keywords: Wireless sensor networks, Position based cryptography, Key
management, Sensor node, Security.
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